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Data Acquisition Team 03.31.11 1.1 Page 4—updated MDSS requirements to IE 6.0 or
7.0
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DMTS 09.23.12 4.6 Rebranded
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Data Acquisition Team 01.14.14 5.1 Under Upload — Provide File Information, added
step to click the Upload button; fixed typo

Data Acquisition Team 01.31.14 5.2 Updated IE requirements

MDSS - Getting Started Guide
MDSS Version 5.0




TRUVEN
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SECTION 1: MDSS — AMETHOD FOR SUBMITTING DATA
TO TRUVEN HEALTH ANALYTICS

Medstat Data Submission System (MDSS) is a web-based tool for submitting data to Truven Health Analytics.
The system will validate, compress, and encrypt data files before they are sent electronically to Truven Health
Analytics. MDSS adheres to the Health Insurance Portability and Accountability Act of 1996 (HIPAA) standards.

About this Guide

This guide provides an overview of the various features of MDSS and will help you to access and use this data
submission method. You can find more information about MDSS by accessing the tool's online help system.

MDSS Minimum Requirements

Before attempting to use MDSS, make sure that your computer meets the minimum requirements:

Component Requirement

Processor

800 MHz processor.

Operating System

Windows XP, Windows Vista, Windows 7, Windows Server 2003, or Windows Server
2008.

We recommend being current with all critical Windows updates.

Display

At least 900 x 720 pixel screen resolution.

Hard Drive Space

512 megabyte (MB) free hard drive space.

Java 1.6 Run-time
(JRE)

The latest JRE is available at http://www.java.com. Installing Java run-time requires about
100 MB of free disk space and requires local administrator rights.

Internet Explorer

Internet Explorer 6 or Internet Explorer 7; will also work with IE8 and IE9 with compatibility
mode turned ON

Pop-up blockers

Disable pop-up blockers for this site. While using MDSS, please “allow” the pop-ups for
MDSS, if prompted.

Google toolbar

If you have the Google toolbar installed it will need to be removed in order for the MDSS
Web site to appear and work properly.

MDSS Orientation

The URL for MDSS External is https://mdss.medstat.com.
Use the tabs and links in MDSS for ease in navigating.
1. Click Upload to complete the steps needed to upload files.
2. Click Tools to view a file layout, to validate files, to review the activity log, or to send an email to Truven
Health Analytics.
3. Click Profile to update your user profile or to change your password.
4. Click Help at the bottom of the window to open the MDSS help system.
5. Click Log Out to close the application and any associated MDSS windows.
The Status/Recent Activity pane at the bottom of each page displays a log of your status and activity for the

current session.

MDSS - Getting Started Guide
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System Features and Restrictions

e Five Minute Limit on Inactivity: The tool will time out (log you off) after five minutes of inactivity. This is
a HIPAA security measure. If a time out occurs, exit and log back in to continue.

e Three login attempts: After three unsuccessful login attempts, the connection to the Web site will close.
You will need to contact the MDSS Support to have the login setting reset.

e Password and user ID provided by Truven Health Analytics contact: Your Truven Health Analytics
contact will send you the URL, password, customer name and file layout name. The temporary password
will need to be changed at the first login session.

e Submit one file at atime: MDSS is only able to validate and upload one file at a time.

e 4GB size limit: Only raw data files less than 4GB in size are supported through this electronic
submission system.

o All files are validated: Only raw data files that pass the validation process can be uploaded. There is a
validation guide available in the Help.

MDSS Help —an Online Resource

MDSS Help provides information about this data submission system. You can access Help with or without logging
into the system by clicking Help at the bottom of the window. Some of the information you will find in Help
includes:
e A Getting Started with MDSS section that walks you through the upload process.
e A Troubleshooting section, which contains resolutions for common warnings and errors that you may
encounter when uploading data.
e AFrequently Asked Questions (FAQs) section, which contains answers to some of the most commonly
asked questions.
e An About Validating Files section, which contains information on how files are validated.

Medstat Data Submission System (MDSS) (@)HOME 5 CONTENTS (=) PRINT

b About Medstat Data Submission

s=nasom| Changing Your Password

From the Profile tab, click the User Password link to change your password at any time

¥ Logging ":f 1pss N The firsttime you leg in, you are prompted to change the temporary password your Truven Health Analytics contact gave you. Password requirements are
{rLhanaing Your fasswerd | gescribed in the first section below, and the procedure to change your password follows
} Updating Your Profile

» Uploading Data
» Using the Tools in MDSS
»FAQs

» Troubleshooting Tips

[ Password requirements

B changing your password

©2013Truven Health Analytics Inc.
Last Help Update: 01117413

Contents

Index

Search

Figure 1: View of Getting Started with MDSS section in the online help
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SECTION 2: MDSS BASICS

Home Page

After clicking on the URL, the first page that you may see is a page (see below) that has a link to access the Log
In page. Sometimes, the application will briefly show this page and take you directly to the Log In page.

HMaedstat Data Submission System 'II' EITP{ gh{ -

Laignch Medsiat Dats Submisssn Sysiam

|
Figure 2: Home Page

Login Page
The Login page allows you to access MDSS. If you are logging in for the first time, you will be asked to change
the temporary password that was sent to you.

Medstat Data Submission System
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Figure 3: Login Page
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Changing Your Password

To change your password at any time, navigate to Profile > User Password.

Note The first time you log in as a new user, you will land on this page automatically. You must
change your temporary password before you can successfully access MDSS.

Password requirements:

e Must be changed at least every 90 days
e Must be different from the old password
e Must be at least eight characters long
¢ No two characters may be repeated sequentially
e Is case sensitive
e Must comprise characters from at least three of the following four classes:
o0 English upper case letters (A, B, C...2)
o English lower case letters (a,b,c,...2)
o Numbers (0,1,2,3,4,5,6,7,8,9)
0 Special characters (~, #, %, &, etc.)

Successful Login Status

The Status pane at the bottom of the MDSS window will display a description of the activity that has occurred. If
the log in was unsuccessful, this window will display an unsuccessful status.

Status / Recent Activity:

Success. Password change
Weltome logged in as TestSupplier at 0133 PMEST

Truven Health Analytics Inc. | Wersion 5.0 | Help TRUVEN‘

HEALTH ANALYTICS

Figure 4: Successful Password Change and Login Message
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SECTION 3: UPLOAD

Click Upload to go to the Upload page. Uploading is the transferring of data from your machine/server to a
remote machine at Truven Health Analytics (the Truven Health Analytics MDSS server). Uploading data is a two-
step process, and file validation will occur automatically between these steps.

Upload Restrictions

e MDSS supports uploading file that are up to four gigabyte (4GB). Submit larger files via physical media or
an alternative electronic data transmission (EDT) option. Work with your Truven Health Analytics contact
to determine the best submission method.

e The file to be uploaded must reside on a local writable directory. See the second bullet point in the section
below for more information.

e There should be enough free disk space in the local writable directory to hold a temporary file as big as
the uploaded file.

Two Methods for Uploading Data

e If a socket connection can be made to the Truven Health Analytics server, the data file is compressed and
encrypted as it is uploaded. A socket connection is a software object (an item that can be individually
selected and manipulated) that connects an application (i.e. MDSS) to a network protocol, which is an
agreed-upon format for transmitting data between two devices.

e If a socket connection cannot be made to the MDSS due to firewall constraints, an alternate upload
mechanism creates a temporary file in the same directory as the upload file. This temporary file is
compressed, encrypted, uploaded, and then removed once the upload process is complete.

Upload Data

Uploading data happens in two steps: selecting the file, and providing file information.

Upload - Select File

After you log in, you are automatically taken to the Upload > Select File page, to begin the first step of the upload
data process. A list of each customer for which you can upload data, as well as its associated file layouts, is
generated by the MDSS server and included in the list on the Upload - Select File page.

Steps

1. Select the Customer Name from the first list.
2. Select the File Layout from the second list. This list is sorted alphabetically and applies only to the
customer name selected.

3. Click Select File.... This opens a dialog box so that you can navigate to the correct data file for the upload.
4. Navigate to the file you want to upload.

5. Highlight the file and click OK.

6. Click Continue. The Upload - Provide File Information page opens.

Note The data file is automatically validated against the file layout. If there are any errors, a
message appears on the Upload - Provide File Information page. Refer to Validating Files if
you get an error message.

MDSS - Getting Started Guide 8
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Figure 5: Upload - Select File Page

Upload - Provide File Information

Once validation errors are resolved, you are automatically taken to page two of the upload data process, as
shown below. On this page, you can:

e View the validation report

e Select the begin and end dates

e Enter the total number of records
This information is required to ensure that the data transmission is complete and accurate. Non-matching or
incorrect information in any of these fields can lead to a failure when the data is processed.

Note You are unable to edit the file layout. Truven Health Analytics controls file layouts and must to be
notified if the layout has to be changed.

Steps

1. Click the calendaricon ~ next to the Start Date (mm/dd/ccyy) field, and select the date the file begins.
This is a required field.

2. Click the calendaricon ~ next to the End Date (mm/dd/ccyy) field, and select the date the file ends.
This is a required field.

3. Verify the value in the Number of Records field before proceeding. The Number of Records field is pre-
populated with a value that has been calculated by the system based on the file you selected. If the field
is not applicable to the layout you chose, the value is zero. If the value is wrong, enter the correct value in
Number of Records. This discrepancy is noted in the File Validation Report once your data is processed.
This is a required field.

4. Enter Comments about your data file to help identify it for your Truven Health Analytics representative.
Although you are not required to enter this information, it is recommended that you do so. Your
representative reviews these comments when the file is processed.

Note If you previously submitted a file, MDSS will provide an upload time estimate.

5. Click Upload.

MDSS - Getting Started Guide 9
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Figure 6: Upload - Provide File Information
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When the upload is complete, a message similar to the one in Figure 7 below will appear. Click OK will take you
to the Upload — Select File page, where you can repeat the process to submit another file, if needed.

Medstat Data Submission System

Wiedoses day January @, 2013

Upload Status Upload successhi

Fibg: Sl ampoi-laoul cow

Fig Sw w2l Dybas

Status | Recent Activity:

Sutcesn Lipkiaded msHmport-ipout ca 004 tytes, | SO0 0TH0MSESATT
TRsL aytatGioun

lepged in 35 TesiSuppier 3001:33 FM EST

Figure 7: Upload Status
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Upload History

From the Upload tab, click the Upload History link to display a log of past uploads. The information available
includes a link to the Validation Report, and lists the date created, the customer, the file layout, and the file name.

Upload Fle  JERLESEST Wealcome = loggedin 48 TestSupplier 41 03219 PMEDT
Upload History
aldation Report Date Crested Cushomer File Layout File Nama |

[Migw 2012-08-20 1248 PMEDT  TestSuppher HDF_NCHA 130010035 1300 _ABC_Test __{-_l
(Migww 2012-089-19 0142 PMEDT [ TestSupplier HOF_MCHA_1300_10035 1300_ABC_Test2 |
[vigw 2012-09-19 0142 PMEDT  TestSupplier HDF_MNCHA_1300_10035 1300 ABC_Test2
iew 2012-08-19 01,38 PMEDT  TestSupplier HOF_MCHA_1300_10033 1300 _A8C_Test | &
A 2012-09-19 01:39 PMEDT  TestSupplier HOF_NCHA_1300_10035 1300_ABC_Test

2012-09-19 12:30 PMEDT  TestSuppher HOF_MCHA_1300_10035 1300_ABC_Test2

2012-08-19 1230 PMEDT  TestSupplier HDF_NCHA_1300_10035 1300_ABC Tesi2

2012-09-19 1219 PMEDT  TestSupplier HOF_MCHA_1300_10035 1300_ABC_Test

2012-09-19 1219 PMEDT  TestSupplier HDF_MNCHA_1300_10035  1300_ABC_Test2

2012-08-19 1219 PMEDT  (TestSuppler HOF_MCHA_1300_10035 1300_ABC_Test?

2012-09-19 1219 PMEDT  TestSuppher HDF_MCHA_1300_10035 1300_ABC_Test

2012-08-19 12:05 PM EDT  TestSuppler HOF_MNCHA_1300_10035  1300_ABC_Test2

2012-09-19 12:04 PMEDT  TestSupphier HDF_MCHA_1300_10035 1300_ABC_Test

2012-03-15 10:13 AMEDT [ TestSupplier HOF_MNCHA_1300_10035 1300_Pass_ABC

2012-03-15 1013 AMEDT  TestSupplier HDF_MNCHA_1300_10035 1300 _Pass_ABC

2012-01-30 10:40 AM EST  (TestSuppler HOF_MCHA_1300_10035 1300_Pass_ABC

2012-01-30 10:40 AMEST  TestSupphier HOF_MCHA_1300_10035 1300_Pass_ABC

2012-01-17 01:48 PMEST  TestSupplier [HDF_MCHA_1300_10035  1300Test_OCfail_Smali_A . [w|

Figure 8: Upload History Record
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SECTION 4: TOOLS

The Tools tab in MDSS provides you with access to:
e File Layout—Allows you to review the file layout before uploading data (see Figure 9: File Layout Example below).
e Validate Files—Allows you to conduct a spot check on the data file to make sure it is in the expected format and is
usable before it is uploaded.
e Activity—Displays a historical list of all Log-in and Upload activity, including log-in times.
e Email—Allows you to send email messages directly to your Truven Health Analytics contact.

B view File Layout

File Layout )
TestLayoutGroup
Record Length 253
File format BINARY
Data Type Eligibility
Validation Record Selection Mone -
In Production no
Record Layout Create Date Description Used RecType Value
Drug record layout 06/14/2004 08:37 AM dummy layout yes
Drug record layout
Description dummy layout
Creation Date 06/14/2004 05:37 AM
Last User Modification 056/23/2008 09:30 AM
Rec Type Value
(N} - %
Figure 9: File Layout Example
Medstat Data Submission System | Logout |
[STIRTIN v ictate Fin Aty Ematl Walcoma logoed n an TestSuppber gl 01133 P EST
Validate File
Chiesae Cumismad name, Fils Lapsie ind Fis, man saled Conbnug
Sustioereagr Mame | TedCusloms L
Fim Layout TS Bl w

m& lesmpsi-tayod o

Status | Recent Activity:
Smess Seieted By Cies
Surmesy Heneerd e s T
Sucoays Bt M lay
Sooass Rwbired 0 op
Sueasn Lo
Sirratn Qb

Figure 10: Tools Page, Validate File

MDSS - Getting Started Guide 12
MDSS Version 5.0


U0118624
Highlight


TRUVEN~™

Profile HEALTH ANALYTICS

SECTION 5: PROFILE

In addition to changing your user password in the Profile tab, you can also update your contact information at any
time at the User Profile page. Please note that First Name, Last Name, Email, and Phone are required. All
other fields are optional, though users are encouraged to complete them.

Medstat Data Submission System | Logow |
Upioad Tk edrsea g January B, 2013
User Faspwon Winicimss ‘i - logggesdim as TestSuppber al 0433 PU EST
User Profila
"Farst Nars  Busan “LasiHame | Cushimsar
*Emad BTN T gy L09T]
sadoean
1Xa41.
Ha I Code
Phoe 555060 | Fan
wpured baics cancel

Status | Recsnt Activity:

Saprass Awineead 1 edn D) enines -
Tupcnay s Awineed B Lot TesiavoutiEour
d M Coend 1Ll cay

Figure 11: User Profile Page
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